NETWORKS 



FIELD OF THE INVENTION 

THIS INVENTION relates to networks. 

BACKGROUND TO THE INVENTION 

In early computer systems, the construction comprised a mainframe 
computer and a series of terminals connected to the mainframe. The terminals had little or 
no processing power. 

Over a period of time the nature of computer systems has changed. 
The mainframe has been replaced by a series of individual computers connected 
together in a network. In an office environment each individual computer can be a 
personal computer which is also called a desktop computer. 

In the fire detection industry the personal computers of an office network 
are replaced by so-called panels each of which has computing power and which are 
connected together in a network. The panels "talk" to one another and to 
the fire detectors which are connected to them. 

In all networks, the requisite network integrity is lost should a cable be 
damaged, resulting in an open circuit, or should the network be shorted out. In an 
office environment this is more of an inconvenience than a major problem. Some 
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unsaved data may be lost but usually any problems which have arisen can be rectified 
without there being long term effects. However, when the network is that of a fire detection 
system the consequences of the system being down for any period of time can be 
catastrophic. 

5 

Networks which are "self healing" have been proposed. Simply by way of 
example a system is known in which each node on a ring only "speaks" to its neighbour. If a 
host has any data which it needs to transmit, the data is loaded onto the controlling inter-node 
protocol. The data is then passed from node to node until all the nodes on the ring have 
received the data. The nodes continuously "handshake" with each other and, in the event of a 
10 fault which prevents data being transmitted along a specific route, an alternative route is 

arranged by the protocol. 

The present invention seeks to provide an improved network based on the RS- 
485 protocol and which is capable of recovering from open and short circuits thereby to 
restore network integrity. 

BRIEF DESCRIPTION OF THE INVENTION 

15 

According to one aspect of the present invention there is provided a network 
comprising a loop having therein a plurality of loop network monitors, each loop network 
monitor having an RS-485 port connected to a host which transmits and receives data, and 
two further RS-485 ports by way of which the monitors are connected into the loop. 
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Router logic under the control of a microprocessor can be provided for 
controlling the transmission of data through the monitor. 



The first mentioned RS-485 port can comprise termination jumpers 
which can be set in dependance on the nature of the host, an RS-485 transceiver 
and means for isolating the host from the router logic. 
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Each of said further ports can comprise a termination, an RS- 
485transceiver, and means for isolating the router logic from the loop. 

Each of said means for isolating can comprise an opto coupler. 

According to a further aspect of the present invention there is provided a 
network loop monitor comprising an RS-485 port for connection to a host which 
L0 transmits and receives data, and two further RS-485 ports for connecting the monitor 

into the loop. 

The first mentioned RS-485 port can comprise termination jumpers 
which can be set in dependance on the nature of the host, an RS-485 transceiver 
and means for isolating the host from the router logic. 

15 Each of said further ports can comprise a termination, an RS- 

485transceiver, and means for isolating the router logic from the loop. 
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Each of said means for isolating can comprise an opto coupler. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a better understanding of the present invention, and to show how the same 
may be carried into effect, reference will now be made, by way of example, to the 
accompanying drawings in which: 
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Figure 1 is a diagram of a network loop monitor; 
Figure 2 illustrates a multiple loop network; and 
Figure 3 illustrates a further multiple loop network. 

DETAILED DESCRIPTION OF THE DRAWINGS 

The embodiment of the present invention illustrated in Figure 1 is a multidrop 
10 network based on the RS-485 protocol and using what is known as a class A-ring. A class A 

ring is a wire pair which runs in a loop, starting and ending at the same place. The loop is driven 
by a signal from the one end, and the same signal is monitored at the other end. Alternatively 
signals injected by nodes on the loop are monitored at each end of the loop. In this way, the 
integrity of the wire pair can be monitored by comparing the signals at each end and ensuring 
that they coincide. 

15 

The network loop monitor 10 shown in Figure 1 is connected to a wire pair 12 
which forms a closed loop. There is a monitor 10 for each so-called RS-485 host. In the present 
embodiment each host is in the form of a fire detector panel (not shown in Figure 1 ) connected 
to the monitor by way of an RS-485 port 1 6. Two 
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further ports 18 and 20 are used to connect the monitor 10 to the wire pair 12. The ports 16, 
18 and 20 will be described in more detail hereinafter. 



The monitor 10 includes a relay 22 the contacts 24 of which are in the wire pair 
1 2. The contacts 24 of one of the monitors in the loop constituted by the wire pair 1 2 is 
normally open and this monitor is the network's "master" during normal operation. The 
contacts 24 of the remaining monitors are closed. 



The wire pair 12 on either side of the break in the loop constituted by the open 
contacts 24, is "terminated" at 26 and 28 by the monitor 10. "Termination" is a well 
understood concept in RS-485 technology and involves providing an electrical resistance and 
fail safe biassing at the end of a line to prevent signal reflections (which are sometimes called 
10 "echoes"). If there is poor line impedance matching, reflections or echoes manifest 

themselves and these reflections are false signals which can interfere with operation. The fail- 
safe bias maintains a bias signal on the wire pair during intervals between transmissions. This 
ensures that the effects of noise on the line are eliminated or at least minimised. 



Activation of the terminations 26, 28 is under the control of a microprocessor 

15 

30. If the microprocessor holds the contacts 24 open, it also activates the terminations 26, 
28. If the contacts 24 are closed, meaning that the monitor in question does not constitute 
the ends of the loop, then the terminations 26, 28 are inactive. 
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The monitor further includes router logic 32 which is controlled by the 
microprocessor 30. The port 16 comprises termination jumpers 14, an RS-485 transmitter/ 
receiver 34 and an isolator 36. The ports 18 and 20 comprise isolators 38, 40, RS-485 
transmitter / receivers 42, 44 and the terminations 26, 28. The terminations 26, 28 are under 
the control of the microprocessor 30 whereas the termination jumpers are set manually in 

5 

dependence on the nature of the host panel to which they are connected. 

An incoming signal, if the contacts 24 are open and the termination 26 is 
enabled, passes through the termination 26. As explained above the termination prevents 
reflections. The signal reaches the RS-485 transceiver chip 42 which converts the signal from 
the RS-485 voltage levels which exist on the wire pair 12 to standard levels as used by logic 
10 and microprocessor circuitry. The isolator 38 is in the form of an opto coupler which converts 

the incoming signal to light and then back to an electric signal whereby isolation between the 
wire pair 12 on the one hand and the router logic 32 and micro controller 30 on the other 
hand is achieved. 

Mode switches 46 and address switches 48 are connected to the 

15 

microprocessor 30. The switches 48 are used uniquely to identify each network monitor in the 
system. The address set as 1 identifies the master network monitor and addresses 2 to 255 
identify the slave network monitors. If address "0" is set, the monitoring function of the network 
monitor is disabled and the monitor then serves solely as a repeater. The mode switches set 
the parameters of the serial data transmitted to the network line monitors by the hosts. The 
parameters in question 
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are baud rate, parity, and number of bits. These parameters are set to enable the data to be 
monitored correctly. 

There are also mode switches which can be used to set the network 
monitors into a "booster" mode in which the relay contacts 24 open and data 
5 reaching the network line monitor is routed through the router logic and re- 

transmitted to the next network line monitor on the loop. 

During normal operation, the switches 24 of all monitors in the circuit are 
closed except that of the master monitor, that is, the monitor with address 1. 
The switch 24 of this monitor is open. The terminations 26, 28 of the master monitor 
10 are switched in. The loop thus runs from the termination 26, through the switches 24 of all 

the other monitors and back to the termination 28. 

When a network monitor 10 receives a signal from the host panel 
connected to port 16, the router logic 32 routes it to one or both ports 18, 20 depending on 
the setting of the mode switches 46. If the monitor 10 is the master monitor or a slave 
monitor it transmits the signal to one port 18, 20. If the monitor is set as a booster it 
transmits the signal to both ports 18 and 20. 

Assuming that the monitor is a slave monitor, the contacts 24 are closed and 
the signal passes from the router through the isolator 40 to the RS-485 transceiver 44 and 
thence to the termination 28. The transceiver 44 is switched to its transmitter mode by the 
router logic 32 and the signal is thus driven onto the wire 



pair 12. 



The transmitted signal reaches all the other monitors 10 on the loop which will 
"see" the signal at the ports 18 which are switched to the receive mode. The signal is picked 
up by the transceiver 42 and passed via the isolator 38 to the router logic 32. The router 
logic sends the signal to the host connected to the port 16. On completion of the 
transmission, all the microprocessors in the loop (which detect or "listen in" to the 
transmissions) reset the router logics 32 which in turn switch the transceivers 42, 44, 34 
back to receive mode. The network is now clear for another host to transmit a signal. 

The master monitor 10 checks the integrity of the circuit by comparing data 
received at the port 18 with data received at the port 20. If the ports 18, 20 do not detect the 
same signal, then there is a fault on the pair 12 which is preventing one of the signals on the 
loop from reaching the master monitor. 

To ensure that faults are detected, and the network collapsed if the fault is 
significant enough, it is possible to provide a number of error checking counters. The 
following is an example of a suitable error checking system. 

The three counters of this system work on the basis that if the ratio between 
the data that the counter detects as good data and the data that the counter detects as bad 
data exceeds a preset limit, either a healing or disconnect operation is initiated. The type of 
operation initiated depends on what the data is 
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that the counter is checking. The ratio is determined on the basis of a "moving window" which 
means that the ratio of good data to bad data in the preceding period of a number of seconds 
is determined. The number of seconds varies from counter to counter. 

In the specific system under consideration there is a counter which monitors the 
transmissions from the host. No data being transmitted is, in this counter's program, 

5 

determined to be good data. This counter can have a moving window of up to, for example, 
fifteen seconds. In the event that the preset error ratio is exceeded, the micro controller 30 
instructs the router 32 to disable the host port 16. The port 16 remains disconnected until the 
error ratio has fallen below the preset value. Network collapse is not initiated as the host 
transmitting too much bad data is disconnected before the bad data causes network collapse. 

10 

The second counter checks the integrity of the ring constituted by the pair 12. 
The moving window of this counter can be twice as long as that of the first counter discussed. 
Only the master network monitor includes a counter of this type and it compares the data on 
the ports 18 and 20. As with the host monitor's counter, the absence of data is deemed to 
constitute good data. In the event that the error ratio rises too high a signal initiating network 
collapse is initiated by the master monitor. 
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The third counter is the data quality counter. Each of the monitors hassuch a 
counter and checks all data "seen" by the ports 18 and 20. 
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In respect of these counters, the absence of any data is deemed to bebad data 
when the error ratio is being calculated. The length of the moving window is longer than that of 
the other two counters discussed. As an example it can be twice the length of the window of 
the loop integrity counter plus the amount of time required to complete the healing operation 
which it or the ring integrity counter may initiate. 

The counter of a slave monitor, on detecting an unacceptable errorratio, 
opens its relay contacts 24 thereby to generate a network collapse signal. 

The master monitor 10 is programmed, following such collapse, toinstitute 
the self healing program. 

A signal from the master monitor is transmitted through either the port 18 or the 
port 20 onto the wire pair 12. The relay contact 24 of the master monitor is open at this time to 
ensure that the signal travels in the desired direction around the loop. 

The signal, upon reaching a slave monitor 10, closes that monitor's contacts 
24 and is transmitted on to the next monitor in the sequence. In the event that the next slave 
monitor does not receive the signal, the slave monitor activates its termination 26 or 28 and 
becomes the end monitor of that part of the circuit. 

The master monitor then directs a "healing signal" in the other direction 
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from the other port 20, 18 and the procedure is repeated. 



A protocol is used whereby the master monitor exchanges "hand shake" 
signals with each successive slave monitor during the continuing process of sending and 
acknowledging data. In the event that one of the slave monitors fails to exchange "hand 
shakes" with the master monitor when required, it is assumed that the last link is faulty. 
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At the end of a healing operation, but in the event that there is an unrectified 
fault on the wire pair 12, the contacts of the master monitor close so that it acts as a slave 
and the monitors on each side of the fault activate their terminations thereby isolating the 
faulty part of the line which lies between them. Only when the fault is repaired and the 
network reset does the master monitor resume that function. 

10 

If a slave monitor 10 has opened its contacts 24 due to a collapse command or 
a time out, that is, the total absence of data for a predetermined period of time, the contacts 
24 will remain open for a predetermined time waiting for a command from the master monitor. 
If no such command is received one of the slave monitors, that with the shortest waiting time 
which is dependant on its address switches, will assume the role of a master monitor. 
Because all the waiting times are different, no two monitors on the network will assume the 

15 

role of master network monitors simultaneously. 
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In Figure 2, two loops 50, 52 are shown. One loop comprises monitors'! 0.1 to 
10.4 and the other comprises monitors 10.1 1 to 10.14. RS-485 hosts 54. 1, 54.2 etc and 
54.11, 54.12 etc. are connected to the ports 16 of the monitors. One monitor of each ring (the 
monitors 10. 1, 10.11 in the illustrated form) have their ports 16 connected. 
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In Figure 3 the network comprises a central ring 56 and four outer rings 58. The 
ring 56 is connected to the rings 58 by way of the ports 1 6 of the four monitors 1 0 in the 
central ring and the port 16 of one monitor 10 in each outer ring. 



